Building Enterprise Portals
Success through business & technology drivers
Successful Portal projects need to stand on two strong pillars - that of business and technology. Projects will fail if due respect is not accorded both. This paper tackles both business and technology strategy. Business strategy deals with goals & objectives, leadership and the governance set-up that will evolve & sustain the portal environment. Technology strategy grapples with how the portal should be built taking into account core & associated service concerns such as user experience, portlets, content, search, and security and application integration. True portal value will only be derived when both business and technology considerations have been articulated and adopted.
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[bookmark: _Toc198697438]1. THE BUSINESS OF PORTALS
The Enterprise Portal market has consistently grown in the last several years as more and more organizations have leveraged the power of the internet to disseminate news, information and conduct business over the web. What started as a collection of simple web pages and disjoint business processes targeted to specific groups of consumers and clients, has become an elaborate, orchestrated offering that spans across diverse user groups presenting multiple products and applications.
There are several business and technology trends that have contributed to the popularity of portals. From a business perspective, portals allow a single framework to expose applications that span multiple lines of business, hence amortizing costs. From a technology direction, the ability to leverage Service Oriented Architecture (SOA) as the foundation block for portals is a powerful argument. This allows loose coupling, separation of concerns and a layered architecture that can scale well. This also leads to a higher ROI and feeds back as a business driver as well.
A Portal provides a very rich user experience to its visitors by breaking a web page into smaller components which can be managed individually. A Portal page is made up of many small portlets which can communicate among themselves and with different data sources to present one cohesive view of the content. Portal visitor can also customize his/her pages by choosing from among a variety of portlets to make their own unique page. There are separate components for look and feel that may be layered on top of functional portlets to give the entire portal a seamless look with all the content blending into a single Portal to present a rich, customizable user experience. 

Figure 1 Enterprise Portal – Single Framework for Multiple Applications 

[bookmark: _Toc198697439]2. PORTAL VALUE PROPOSITION
An Enterprise Portal has many advantages. Below are some of the key benefits to all participants and to the end users of business applications offered by an enterprise:
Aggregation of content from various applications and sources
Benefits to End Users
An Enterprise Portal consisting of applications from all lines of Business will result in a unique user experience for Enterprise clients. Users will not have to navigate to different web sites or pages to see different content of interest to them. They will not be limited to seeing only one application content per page. End users will be able to put together a page with the portlets they use for their daily work. 
Benefit to the Enterprise
Business owners will gain tremendous flexibility and time to market for new product development and service innovations. Enterprise Portal will empower business groups to put together new products and services that use existing portlets like building blocks. Because portal is built using small components, incremental components are quick and inexpensive to build and deploy. This allows tremendous flexibility in information architecture, speedy product development and accelerates service innovation.
Federated Search across all content
When end user is looking for something on the Enterprise Portal, he/she will not need to search for it on multiple Web sites or applications from the Enterprise. Instead, s/he will be able to search across all content exposed via any business line that is relevant for her search. An Enterprise Portal makes it possible to have a single search portlet return results by referencing a combined index of all LOB applications and content. 
Entitlements
Entitlements can be used in a Portal to create different tiers or segments of end users. Policies can be created to allow access to only certain portlets for users in a specific tier. Additionally, each application can define a set of roles that are required to access certain portlets. For example a trade processing application may allow everyone to view the trades, but may not allow everyone to edit trades. This can be accomplished easily by setting entitlements on View Trade portlet and Edit Trade portlets. Users can be granted roles based on attributes defined by LOB application groups. Administration of such entitlements is delegated and is completely controlled by the application groups.
Private Labeling and Branding
Enterprise Portal treats presentation styles separate from functional portlets. So, it is possible to create a new brand using a completely different look and feel only by creating the style components such as themes and skins. The newly branded application can draw upon content from various available sources as discussed above in the section on Aggregation of content and can be made available to a specific group of users by way of creating access control policies as discussed in the Entitlements section above.
Personalization
Content Selectors and Campaigns enable marketing groups to push specific content to targeted audiences. Portal inherently supports the ability to create user segments dynamically which makes it possible to show specific messages to a selected community of users. For example, announcements about a new high value product could be shown to all users who reach a target of 100 million in net worth.
Common Infrastructure
Multiple applications will be able to share a common infrastructure resulting in cost advantages for the business groups. Platform engineering resources can focus on enhancing the underlying infrastructure that will benefit all Portal participants.
Global Reach
An instance of the portal will be available in each region. Any application that goes on the Portal can take advantage of this to present its content to users across the globe by deploying only in their local region. Federation capabilities of Enterprise Portal make it possible to access applications from another region and cache their content for high performance in any region.
High Availability
Portal is built with extremely high availability in mind. There are multiple redundant servers within each data center. It is possible to fail over from one data center to another for any tier within each region. Furthermore, it will be possible to failover from one region to another completely by simply logging in to the portal again.
Support, Operations and Monitoring
Applications can take advantage of highly automated support, operations, and monitoring infrastructure of Enterprise Portal allowing application teams to be alerted before end users begin to call with issues.
 
[bookmark: _Toc197068039][bookmark: _Toc197068068][bookmark: _Toc198697440]3. Business Strategy
The eloquence of portals however, need not diminish the goals and objectives that are cornerstones for any and all projects. Without a good business case, the best technology can and will falter. Goals define the overarching need/s of why a portal project is to be undertaken. Scenarios outline when a portal is most appropriate solution. 
Another key element of a building and sustaining portals is putting together the right Governance mechanisms in place. Doing so will ensure that throughout the portal lifecycle there is a policy, people and process framework that guides the development and sustenance and ensures that the portal strategy is in line with the enterprise strategy.
[bookmark: _Toc197068040][bookmark: _Toc197068069][bookmark: _Toc198697441]3.1 Scenario & Landscape Assessment
There is a large number of hierarchical users that will benefit from a portal undertaking. If the number of users is large but not hierarchical, the project can be conceived an internet application that can satisfy the needs of the entire user base. However portals are built ground up to cater to the needs of hierarchical users. Hence managers will have access to information that subordinates do not. Customization and personalization are core features offered by portal applications.
Diversity of users is another important consideration. To cater to the needs of employees, customers, vendors, partners and suppliers, the traditional method will be the deployment of several different systems and applications. Alternatively, a single portal will handle the spectrum of users by leveraging personalization and other features such as white labeling and branding. If on the other hand, diversity is not a consideration, other web applications may be able to do the job. 
Another dimension where portals offer a strong alternative is the diverse type of applications that be exposed. Hence content oriented as well as transactional applications can both be accommodated in a portal framework. In this scenario, very different considerations will prevail at the application tier. For content applications, the user focus is on finding the right information in the quickest manner, strong information architecture will drive the taxonomy and search concerns. Whereas for transactional applications, business process or other tools will drive database transactions and serve the user’s needs. In either case, a portal offers a solid framework which can cater to the demands of both application areas by providing the authentication, personalization, presentation, search and integration requirements.
Many enterprise portal projects today will not be starting from scratch. There will be existing websites and applications meeting the needs of various communities. The business drivers for such a project will typically be technology and platform consolidation leading to cost savings. The viability of these projects will critically depend on the current state assessment to determine the optimal future state platform. Many projects fail because the choice of a platform is deemed unsuitable several months after architectural design is completed. Conducting a Proof of Concept future early on to validate the choice to technology is another way to mitigate future risks.
[bookmark: _Toc197068041][bookmark: _Toc197068070][bookmark: _Toc198697442]3.2 Executive Management buy-in
A major challenge to the take-off and sustenance of enterprise projects is typically not having the necessary buy-in at the management level. At the inception, the following agenda helps to build the business case: 
Current state challenges, and how these are undermining the success of business
Future state vision, goals and objectives
High level solution strategy identifying the approach, expectations, resources needed
Benefits & value accrued by the proposed solution and approach 
Even after a project takes off, there is the continued need to involve and bind the management in the project. This is easier said than done, since enterprise projects span across years during which time there may be executive re-shuffling and other unforeseen management risk events. Executive management is usually evaluating the health and value of multiple and sometimes competitive projects. For management the best yardstick to measure success is return on investment.
The strongest case for enterprise portal project is usually a tangible and continued demonstration of ROI. Multiyear engagements are best off articulating quick wins by breaking up and implementing the project in meaningful phases. Enhancing the user experience or enabling users with new functionality easily achievable in a new portal framework are some ways that can establish early success.
[bookmark: _Toc197068042][bookmark: _Toc197068071][bookmark: _Toc198697443]3.3 Stakeholder support
The other challenge that enterprise portal projects have is the diversity of the stakeholder community. As outlined earlier, there are multiple types of users with different needs from the portal and often with disparate technology challenges. It is likely that certain content oriented stakeholders might be operating on an existing Microsoft platform, another set of transactional users may be on a J2EE framework. The chosen platform needs to address the concerns of all parties. Based on how the applications will on-board the portal, conflicts may arise on the quantum of work effort required and how this will be handled while keeping the current state operational. 
Partly the concern is a technology issue and partly it is a governance challenge. The best way is to understand the stakeholder landscape and concerns and by putting in place the right governance and technology framework at the outset. If stakeholders are aware in the beginning that there may changes forthcoming and are informed of how these will be resolved, it will ensure the best possible outcome.
[bookmark: _Toc197068043][bookmark: _Toc197068072][bookmark: _Toc198697444]3.4 Governance
Enterprise Portal projects span across divisions, touch upon multiple LOBs, have inputs from several technology COEs and cater to wide audience, services and data. Multiyear projects with such diversity of people, technology and processes cannot be successful without proper guidance and governance at the highest level. Establishment of a governance board will ensure that the goals and objectives of the portal project are well understood by all teams and participants. Typically the senior members of all LOBs representing both business and technology teams will be members of the board. 
To build and sustain the common objectives of the portal project the governance board will need to create a shared services team comprising of architects and SMEs to create the Reference Architecture and rule books & standards. The shared services team will also set the standards for all the major framework dimensions of the Portal such as:
Portal services
User Experience
Content services
Integration & BPM services
Data s services
Security & Provisioning services
Infrastructure services

In addition to defining the architectural standards, a governance model will be established which needs to reconcile desired operational model with existing organizational structure. Other major activities of the governance board are:
Policies, Processes and Procedures
Architecture Review Boards
Submitting/receiving new project requests
Approving and funding requests
Prioritizing competing activities
Enforcement controls to prevent deviation
[bookmark: _Toc197068044][bookmark: _Toc197068073][bookmark: _Toc198697445]3.5 Manage change through communication
Communication plays a pivotal role in enterprise projects. Whereas the link between current and future state is the vision and the technology roadmap, it is the communication of the vision and roadmap that determines success of the project. 
Enterprise projects require a formal communication strategy that provides the justification and advantages of the program. Weak communications result in conveying poor or incomplete messaging that can harm the long term interests of the project. Clear and well paced communications allow gaining the awareness, understanding, support and commitment of the many stakeholders.
Governance boards need to articulate straightforward, memorable, frequently repeated and consistent communications. The communications need to continue through the program lifecycle and should not stop after the initial phase as this will create the gaps and bottlenecks to be avoided. 
Further the communications need to be backed up and modeled by the management and governance members so that the sincerity of purpose is clear to all stakeholders.
An important tool for communication is the creation of an internal portal to propagate the information that is important to the business and technical community. Hence the governance policies and procedures, roles and responsibilities, standards and reference architecture can be made accessible via the portal. The portal can also easily communicate development initiatives, timelines, project progress as well as plans for future functionality. 

[bookmark: _Toc197068045][bookmark: _Toc197068074][bookmark: _Toc198697446]4. Technology Strategy
Portal applications have evolved significantly over the last several years. Portals began as an information aggregation websites, graduating to platforms catering to human resource needs, product catalogues and finally to service oriented frameworks that span across multiple types of applications across different types of users.
Most service oriented architectures of today usually present the information and data via a portal tier.  Alternatively most of current Portal architectures have a solid SOA framework as the backbone. This synergy of Portals and SOA permits extending the business processes across the enterprise in a loosely coupled arrangement. The loose coupling is achieved through well defined ‘service based’ interfaces between portal and applications and independent framework of physical/virtual servers. The model allows processes and technologies to change at their own pace without the need to make extensive changes in other parts of the application. 
Business Agility via loose coupling:
Performance of the portal can be tested and validated independent of the applications and vice versa
Application can be developed, tested and validated independently before integrating with the portal. Applications having their own test bed will eliminate resource contentions issues with the portal testing infrastructure once they have their own bed and process
Application changes (patches, functionality …) can be made independent of the portal environment. This will significantly reduce the coordination effort required to plan, change and validate such changes. 
Content Changes can be made separately and promoted into production
Portal infrastructure can be independently increased or tuned based on the its own set of requirements
Application growth or growth in the number of applications will not impact the portal drastically.
[bookmark: _Toc197068046][bookmark: _Toc197068075][bookmark: _Toc198697447]4.1 Architecture Framework
Figure 2 describes a reference portal architecture organized as a service oriented framework. Following are the main components that comprise the various services:
Portal Layer that sits on the Application Server
BPM and Integration Layers
Content Management Layer
Security & Provisioning Layer
Search Layer
Edge Caching



Figure 2 - Reference Portal Architecture Portal
This architecture ensures that the portal framework can grow at the desired pace. The core components can be built and extended over a period of time. Hence, if content applications need to on board the portal at a later time, the content and search layers can be built in a later phase. Also, LOB applications can remain independent of the portal itself and under the control of the individual LOB teams. It may also be noted that with modern frameworks there are many technology choices possible with respect to core service layers. Thus the Portal layer may be from one vendor whereas Content, Search, Security and Integration layers could be from disparate vendors. 
[bookmark: _Toc197068047][bookmark: _Toc197068076][bookmark: _Toc198697448]4.3 User Experience
This is an important aspect that defines the experience that a user will have at the presentation layer of the portal. Intuitive sites where information and content is easily searchable and business workflows are simple to navigate, offer users a satisfactory feeling leading to a productive work environment. Usability Engineering and User Interaction Design (Figure 3) are two keys steps in building a user experience blueprint. 
Usability engineering focuses on human interface design principles and the designers work with users through focus groups & workshops to build an Information Architecture. The workshops help in building user profiles and personas that help decide navigation, page layout and information hierarchy. 
User Interaction Design processes and converts the above information into visual design concepts & screens from which wireframes, HTML templates and prototypes are developed. Through an iterative process of testing and feedback the design is validated and finalized.


Figure 3 User Experience Design


[bookmark: _Toc197068048][bookmark: _Toc197068077][bookmark: _Toc198697449]4.3 Portal Services
A Portal page is built using a number of building blocks that include Desktop, Books, Pages, and Portlets. Developers build the portlets based on user needs and Business owners are able to use these portlets to put together Pages, Books and Desktops. A page may contain any number of disparate portlets. And a book may contain any number of pages from any source. A Page may contain other Books or Pages. Look and Feel in a portal is controlled via themes and skins. Users are able to pick from a number of available themes and look and feel. A portal aggregates functional portlets from multiple lines of business regardless of what backend protocol is in use.

Figure 4 Portal Framework
The portal tier provides the presentation logic and features such as personalization, user segmentation, dynamic roles, white labeling and branding. The presentation layer offers the interfaces to the and enhances the portal applications with a framework that can dynamically update components like pages or portlets using Web 2.0 concepts such as AJAX to provide a richer, more responsive experience. The Presentation Layer can be accessed by various mechanisms including web browsers, mobile phones, PDAs or other wireless devices.  
The presentation layer aggregates the functionality of different systems and offers it a consistent and convenient format. Thus, portlets can simply display content or provide intricate user interaction. The Presentation layer provides the interfaces for communication to the Business Processes, Services and Integration layers. Thus several portal applications may reuse the same set of business services. 
With the emergence of Web 2.0, most leading Portal products support these concepts including ready to use portlets for WIKI-style collaboration (GroupSpace application components), Calendar, Videos. Apart from supporting AJAX, AIR, and Flex, there is also support for RSS Feeds and Syndication such that portlets will enable clients to subscribe to RSS feeds. In addition, features such as Blogging, Instant Messaging/Chat and Mashups further enhance the collaborative functionalities of the portal.
[bookmark: _Toc198697450]4.5 Common Portlets
[bookmark: _Toc190742520][bookmark: _Toc191370422]Tools that are part of the portal IDE allow developers to build portlets in the development environment and a delegated administration model allows Administrators to add/delete portlets from pages and to create new pages by putting together portlets.
[bookmark: _Toc189477123]Web Services Portlet (to render response from a Web Service): This portlet will enable developers and business users to display the results from any web service by providing WSDL for the web service and a pre-defined (or custom) transformation template (XSL style sheet). 
SQL Portlet (a portlet that can display response from a SQL query): Similar to Web Service portlet, it enables developers and business users to display the results of any SQL query against a data source to the users in HTML by applying predefined templates. Custom templates may also be created by developers which can then be used by business owners/users.
File/Folder portlet for content folders: Content in the enterprise portal can be organized in Folders. The enterprise portal can define top level folders for all content and LOBs may further define folders and subfolders within their folders. This portlet will enable business owners to present content from any folder in a hierarchical way similar to Windows Explorer. 
Commentary Portlet allows users to create content that can be directly edited in the Portal by authorized users. Users will be able to add any number of such portlets to pages.
Streaming Media Portlet enables users to embed a streaming video file into the Portal. Users will be able to set up the size of the embedded video and will be able to provide the URL to a media file which will be displayed on the Portal inside this portlet.
LightStreamer Portlet enables application developers and users to display content from LightStreamer server. Adapters enable application developers to connect LightStreamer to any streaming data source such as market data or client orders. Instances of this portlets can be associated with a specific stream from LightStreamer to present “dynamic” content to the users.
Links Portlet allows business users to create a list of links and display to the users with brief description of each link. 
Content Portlet allows users to create any piece of HTML content including images/text. It stores content into a database repository. 
Search Portlet displays a list of “scopes” as defined in the repository including one “global” scope for federated search. This allows search across multiple scopes which will be read from a database repository. Each scope may span across multiple sources/repositories
Login Portlet can authenticate users using user store such as LDAP and set up appropriate session variables to identify the user upon return. It will log an event with analytics to track user logins.
Calendar Portlet offers users to store their important dates. The data can be stored in the portal db repository.
Navigation Portlet allows applications to add navigation items to it. It will show only those links that the user is entitled to see. 
Alerts Portlet displays categorized alerts to a user and allows applications to set up alerts and links that should be shown to the user.
[bookmark: _Toc185849122][bookmark: _Toc189477154]Statistics Portlet displays web analytics information to entitled users. It directly interfaces with analytics engine to display web analytics reports.
[bookmark: _Toc170723697][bookmark: _Toc189477153][bookmark: _Toc197068049][bookmark: _Toc197068078][bookmark: _Toc198697451]4.6 Security 
There are two main components of Enterprise Portal Security: 
Authentication & SSO: Authentication is determining whether someone is, in fact, who they are declared to be. Once this is established they are allowed access to the Portal. Further, SSO allows the authenticated user to access other applications without re log-ins.
Entitlements/Authorization: Determines which part or parts of the portal and applications the authenticated user is allowed to view or manipulate.
The following diagram represents a high level overview of the system. All the security and provisioning components leverage the user store of choice such as LDAP. The user store also enforces password complexity, expiration and change policies. 
[image: ]
Figure 5 Security Overview

[bookmark: _Toc198697452]4.7 Authentication 
The security solution can be integrated with third party Single Sign-On (SSO) solutions such as Siteminder. In such integration, the user authenticates to a perimeter web server that is supplying the authentication service for SSO.  A successful authentication results in a token being attached to the HTTP header. This token contains information identifying the user to all subsequent systems accessed by the user. The portal security framework may be configured to recognize this security token and automatically log the user into the portal. Products such as Siteminder also support single sign on across regions for both internal and external users.
[bookmark: _Toc185849123][bookmark: _Toc189477155][bookmark: _Toc198697453]4.8 Entitlements /Authorization
For Fine Grained Entitlements (FGE), products such as AquaLogic Enterprise Security and Securent can be used. FGE externalize entitlements and remove security decisions from the portal applications. The products secure portal resources, such as portlets, books and pages. They can also secure application resources, software components (such as URLs, EJBs, JSPs) and business objects (such as customer accounts, orders, trades etc.). 
The FGE solution is deployable in a federated environment and includes 3 components:
[image: ]
Figure 6 Authorization Architecture
[bookmark: _Toc189477156][bookmark: _Toc198697454]4.8.1 Centralized Policy Administration Point (PAP)
The Administrative Server is where access control policies and security configurations are defined at the Policy Administration Point (PAP). It offers centralized policy management, delegated administration, and controls the distribution of security policies and configurations to the SSMs. There is an option of delegated management of roles & policies, which will allow business owners to be able to create roles such as Traders, Research Analysts etc. and the associated policies. 
[bookmark: _Toc189477157][bookmark: _Toc198697455]4.8.2 Policy Decision Points (PDP)
Runtime enforcement of the policies is accomplished through a set of Security Service Modules (SSM). Typically, Policy Decision Points (PDPs) can be deployed in one of two ways:
As a distributed set of PDPs which plug into the application container itself. In this case, policy is evaluated and enforced locally in the application container so the application context can be included in the access decision.
As a centralized entitlements server that can be invoked via Web Services or through the XACML 2.0 request/response protocols.
[bookmark: _Toc189477158][bookmark: _Toc198697456]4.8.3 Fine-grained, optimized policy enforcement points (PEPs)
PEPs are XACML compliant enforcers that plug into J2EE and .NET servers and also support portals, content management, email, IM, web, and FTP servers. They offer local caching of entitlement policy decisions for higher performance and availability.
[bookmark: _Toc198697457]4.9 Content Management
JSR 170 is an open standard for content repositories that enables Portal software to integrate with a content management system. Most modern content management systems such as Documentum support JSR170 and most Portal solutions such as BEA or WebSphere integrate easily with JSR 170 compliant Content Repositories.
Documentum supports complex taxonomies and workflows that can be used to meet the requirements of Web-based content contribution interface with rich text entry, HTML entry, template support, multi-version, content linking and association, SOAP based submission and retrieval interface, document preview capability, rollback and retiring of content, transformation (rendition) services to convert content from one format to another, tools to import existing content from current CMS with metadata mapping, automated export/import processes utilizing required workflow, content search capability, search engine integration, distributed repositories, support for emerging media types like Podcasts, digital rights management capability, GUI to allow administrators to model and change workflow processes, log/audit all workflow actions.
Portal software usually includes a simpler version of Content Management system tightly integrated with it. For example, BEA’s WebLogic Portal has a built in JSR 170 compliant Content Repository which can be configured to store files on the file system, or in a database. Additionally, a Virtual Content Repository as defined by BEA WebLogic may contain other physical repository to provide a single view of all content. Simple Content Management workflow is also a part of BEA WebLogic Portal offering. BEA WebLogic also supports WebDAV capabilities to submit content using a familiar browser interface.
[bookmark: _Toc197068050][bookmark: _Toc197068079]
[bookmark: _Toc198697458]4.10 Search
Search is an important function in an Enterprise Portal. It is important for Portal users to be able to find what they are looking for in a consistent manner across all Portal content. An Enterprise Portal without a good Search is like a good temple without a God inside or like a foreign language movie without subtitles.
Chosen search engine must be able to retrieve content from data sources in two ways. The content pull approach leverages content connectors to retrieve the information via standard APIs or interfaces that are provided by the source content repositories. The content connectors do not require integration programming toward the target data repositories. The content push approach requires that the data repositories, applications or messaging middleware send the data directly to FAST ESP via the ESP Content API. This omits the latency of crawling, but it requires a closer relationship between the content application and the search engine.
Reports on searches (top ten, top empty, top misspells etc.) are also required features of the selected Search Engine. 
Searching must also be low latency and high performance and must be able to scale linearly in three dimensions: volume of data, queries per second and freshness of data.
[image: ]
Figure 7 Search Architecture


[bookmark: _Toc189477162][bookmark: _Toc196971901][bookmark: _Toc198697459]4.10.1 Search Federation & Advanced Search
Search federation involves taking a search query, translating it, and sending it to multiple data sources such as Research Library and Content Management sources, and the world wide web. Results from all data sources are then merged, sorted, and returned as a single, comprehensive result set to the application.  
Additionally Search should provide the users the capability to do advanced search such as partial search, inflections and synonyms. Entity identification and extraction drives document navigation, mining and discovery capabilities of search.  Entities may include proper names, dates, prices, company names, and other data elements. In addition by metadata tagging of documents and information, users can obtain results sorted by their meta-attributes which allows for enhanced search precision. 

[bookmark: _Toc189477163][bookmark: _Toc196971902][bookmark: _Toc198697460]4.10.2 Search Security
Enterprise Search solution must integrate into the security layer of the Enterprise to address security:
Content-level security uses folder and document level access control within applications to ensure appropriate privacy. This access control logic is then respected by all applications. 
Search engine must map the authorization attributes of the original content to the search index in an efficient way, so end users are allowed to see only those search results to which they are entitled.
[bookmark: _Toc198697461]4.11 Integrating Applications
There are four basic models of integrating applications into the Enterprise Portal. Each approach has its advantages and disadvantages. The four approaches are listed below:

	Approach
	Description

	Core Horizontal Services
Native Approach
	This is the tightest level of integration with the Enterprise Portal. Core functionality for the portal will be provided using this approach.

	Line of Business Applications
Federated Approach
	This model allows for loose coupling of applications with the Portal. Each application may develop, deploy, and host portlets for its presentation layer on a separate infrastructure. The portlets from each application are then aggregated by the Portal and presented to the user in a seamless fashion.

	Legacy Applications
Web Clipping Approach
	Applications integrated using this model will be able to take advantage of some of the portal features but will forego some advanced features such as behavior tracking, inter portlet communication and presentation styles.

	Legacy Applications
Linking Approach
	A link to an external application in the portal will launch a separate browser window to present the external application.



It is recommended that the Line of business applications use the Federation approach. This approach will provide maximum scalability, flexibility, manageability, and high availability to business applications.  Each application will be isolated from failure of other applications so that if one application is unavailable, other applications will continue to operate without any issue.  Common services are also provided by the portal to facilitate operations such as, search, RSS feeds, and Content.  Common services are also implemented using the Native approach. 

[bookmark: _Toc198697462]4.9.1 Core Horizontal Services – Native Approach
The Core Horizontal Services model provides the capability to execute portlets locally on the portal framework.  Portlets execute within the portal framework and may take full advantage of out of box portal capabilities, such as presentation styles, inter-portlet communication, portlet preferences, fine grained analytics, coarse grained analytics, client-side development technologies, fine grained entitlements, coarse grained entitlements, content management, user management, portlet publishing, search, personalization and customization.  
[bookmark: _Toc198697463]4.9.2 Line of Business Applications – Federated Approach
This approach allows users and business owners to aggregate content and the user interface (UI) from various LOB applications running remotely.  LOB applications will be developed as remote portlets, which are essentially a collection of autonomous, self contained, pluggable, loosely coupled presentation-oriented services.  Using this approach, the Enterprise Portal Servers (consumers), which present the aggregated portal view to users, consume resources (UI and data) from LOB applications (remote portlets - producer).
[image: federatedarch]The identity propagation mechanism offers fine-grained entitlement by allowing the transfer of user credentials from the Enterprise Portal to the remote portlets. Using the federate approach, the LOB application can fully take advantage of the Enterprise Portal framework capabilities such as presentation styles, inter-portlet communication, portlet preferences, fine grained analytics, coarse grained analytics, client-side development technologies, fine grained 
Figure 7 Remote Portlets Aggregation
entitlements, coarse grained entitlements, content management, user management, portlet publishing, search, personalization and customization.
This approach also provides separation of duties and administration. Applications are deployed completely separate from the Portal. This allows application owners to develop, deploy, support and maintain their applications completely independent of the Portal. New deployments or upgrades can be done without affecting the availability of the Portal therefore other applications and the Portal do not experience any down time when an application is added, removed or upgraded.
[bookmark: _Toc198697464]4.9.3 Legacy Applications – Web Clipping Approach
In this model, applications can be presented into the Enterprise Portal using a technique known as Web Clipping.  In this technique a section of a web page is clipped to be presented in a portlet in the Portal. A Web Clipping portlet is able to take advantage of many of the features provided by the Portal framework. However, an application that uses this approach is not able to take advantage of “all” of the Portal features. Features that are not accessible from Web Clipping include custom user behavior tracking events and fine grained entitlements.
A major drawback with this approach is that if the backing application pages change, then the clipping logic may also need to change resulting in a very tight coupling between the web clipping portlets and the backend applications. This can increase maintenance costs. Therefore this approach is recommended only for those applications that are not going to change very much through the rest of their lifecycle at Enterprise such as some older applications that are soon to be retired.
There are two options with this approach. An application pages may be displayed within the portal in their entirety or may be decomposed into smaller sections to fit in the portlet model. Making smaller parts of the web pages can be achieved by having different clipping rules without doing any refactoring of the original application code. 
Legacy applications that use the Web Clipping approach can take advantage of central security services by refactoring the source code. Legacy application can secure mostly any resource including fine grained access to buttons, content, and data by embedding the security code within application code.
[bookmark: _Toc198697465]4.9.4 Legacy Applications – Linking Approach
Legacy applications can be linked into the portal in two different ways. Application page may be embedded within the portal page using an “iFrame” which allows the application to interact with the user independently. However, it does not allow application to utilize any of the Enterprise Portal core services. Application will also need to implement its own Security Entitlements. Portal can secure only the embedded iFrame to the extent that the application will show or not show up in the Portal page.
A second option within this approach is where the application may launch its own separate browser window.  A link in the portal may be created to the legacy application which launches a separate browser to display the application.  The link may be secured and the user’s identity may be passed to the legacy application if the legacy application supports this feature.  The Legacy Application approach cannot take advantage of out of box portal capabilities.  
This approach will not remove any branding headers or footers from the application pages. If the application integration requires removing some branding headers, another approach must be used.
Legacy applications that use the Linking approach can also take advantage of central security services by refactoring the source code. Legacy application can secure mostly any resource including fine grained access to buttons, content, and data by embedding the security code within application code.
[bookmark: _Toc197068051][bookmark: _Toc197068080][bookmark: _Toc198697466]5. Portal Program & Operations team
Under guidance and direction of the Governance Board, the following program and operation teams build and operate the enterprise portal. 
Portal Program Management Office – Portal PMO is responsible for the overall operation of the Portal. The key activities that are performed by this group:
Provide management over sight to the portal operations and support
Work with all the parties to plan and manage future portal releases 
Coordinate Release activities
Work with all the parties to manage and plan for the inclusion of new technologies and user experience in future releases
Provide mentoring and support to new applications in on-boarding
Provide status and reports to Governance Board 
Core Architecture Group – This group includes technical SMEs that provide technology direction and new development support. Key activities include:
Maintain the Best Practices and Book of Knowledge
Provide thought leadership to introduce new technology / services into the portal
Mentor and assist development teams in technical areas
Perform impact analysis and estimates for new services
Provide operational support to resolve major issues / incidents
Operations Support Team – This team is responsible for the service support and delivery. Key activities of this team include:
Provide support to the business customers
Incident Management (coordinate incident resolution between multiple suppliers)
Change and Release Management activities 
Configuration Management 
Operations Management including health checks, job monitoring etc.
Development Teams – These teams are responsible building the portal services and enhancements to the portal. It may be noted that there may be multiple development teams distributed across the core portal group as well as LOBs that own specific applications.
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